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Introduction

This document provides healthcare institutions with an objective and independent basis for dealing with
cloud solutions. It deliberately does not address specific providers or products, nor does it take a position
for or against cloud usage.

The aim is to enable healthcare institutions to independently and responsibly address the topic of cloud
usage. To this end, the document provides an overview of the key aspects and considerations that must
be taken into account. The first part is aimed at a broad audience, while the second part focuses on
concrete use cases and technical aspects for specialists.
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Management summary

Healthcare institutions have a mandate to provide care to patients. This care must be ensured in an ef-
fective, appropriate, economical, and competitive manner. In addition, healthcare institutions are part of
Switzerland’s critical infrastructure and, as such, must guarantee the security of supply. Resilient ICT
systems are therefore an essential prerequisite. The use of cloud services plays a central role in this
context and is simply necessary. In an increasingly digital and interconnected society, where many appli-
cations and services can only be used online, cloud usage is a reality. Modern medicine and resilient
systems are no longer possible without the use of cloud services.

Hyperscalers (large and globally operating companies that provide cloud services) are key and non-sub-
stitutable players in this context. Only they provide the required scalability, innovative capacity, skilled
workforce, and interoperable products at the necessary scale. The question is therefore not whether
hyperscaler services should be used, but rather which services should be used and how. In doing so,
legal requirements must be considered across different use cases, and the risks associated with their use
must be identified, assessed, and reduced to an acceptable level. Each organization—and thus each
healthcare institution—must decide for itself whether specific services should continue to be operated
locally or via cloud solutions.

In addition to application- and organization-specific risks, there are two central risks that must be clearly
understood: vendor lock-in and system failure. If an organization’s ICT infrastructure is fully or largely
based on the cloud services of a single provider, and that provider is effectively not substitutable, switch-
ing providers—if possible at all—would involve enormous financial, human, and time-related effort. An
outage of such a provider, for example due to a cyberattack or another event, would have serious conse-
quences for all organizations relying on its services.

For example, if the services for video conferencing, telephony, and email of all healthcare institutions were
based on the infrastructure of a single provider, and that provider were to fail, all healthcare institutions
in Switzerland would become unreachable via these channels. The use of cloud services therefore not
only increases the resilience of ICT systems but can also endanger it in such scenarios. It is therefore
essential to establish redundancies and contingency planning.

However, refraining from cloud services is neither sensible nor feasible—also in the medical field—if
healthcare institutions, as part of critical infrastructure, are to continue fulfilling their mandate for the ben-
efit of patients and to ensure the provision of healthcare in Switzerland in the future. This document serves
as a guide for healthcare institutions in addressing and using cloud services in a risk-appropriate manner.

General part — Overview and framework conditions

1 Introduction to cloud usage

The use of cloud services has long become a reality in an increasingly digital world. Digitalization is stead-
ily advancing in the healthcare sector, which is already—or will soon be—no longer conceivable without
digital solutions. This development creates new potential and opportunities from which society as a whole
and individuals will benefit. Cloud solutions are a central component of the digital world, along with the
opportunities and risks associated with them.

Between provision mandate and digital transformation

Within the framework of their service mandate and agreements, healthcare institutions ensure the provi-
sion of patient care, which must be effective, appropriate, economical, and competitive within the as-
signed region. Increasing interconnection with upstream and downstream providers—and thus the aim
of achieving the highest possible level of integrated care—is a key focus. According to the Federal Coun-
cil, healthcare institutions are part of Switzerland’s critical infrastructure. To fulfil their mandate in crisis
situations, resilient ICT systems are required. Cloud services are particularly well suited for this purpose.
In addition, market developments among providers must be considered, as many applications and ser-
vices are no longer offered on an organization’s own local infrastructure (“on-premise”).
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Addressing the topic of cloud usage is therefore unavoidable for healthcare institutions. This document
is intended to serve as a guide and to enable a structured and differentiated approach to the subject.

Structure of the document

The first part of this document is aimed at decision-makers in healthcare institutions, as well as at anyone
interested in the use of cloud solutions. It covers the following topics:

= Different forms of cloud solutions

= The role of hyperscalers and the “Swiss Cloud” myth
= The development of cloud solutions

= Legal considerations regarding cloud usage

= The special case of the US Cloud Act

= Economic considerations related to cloud usage

The second part of the document is intended for individuals involved in the practical implementation of
cloud solutions. It covers the following topics:

= The importance of cloud for backup and recovery
= Cloud-only vs. hybrid usage

= Use cases

=  Technical and organizational measures

= Encryption and key management

2 Different forms of cloud solutions

Cloud services or cloud computing refer to the provision of IT resources—such as computing power,
storage, application software, and databases—via the internet. Unlike traditional IT models, where organ-
izations must operate their own servers and infrastructure, cloud services allow these tasks to be handled
by third-party providers.

Cloud computing offers numerous advantages, including scalability, flexibility, reliability, and cost savings.
Organizations can quickly and easily adjust the resources they need without requiring capital or personnel
investments. Furthermore, cloud computing enables organizations to access a broader range of applica-
tions and deploy them more rapidly. Overall, it provides an innovative solution for organizations seeking
to modernize and use their IT infrastructure more effectively.

Cloud computing is an approach for dynamically providing and using IT services (e.g., computing power,
platforms, applications, or storage) over a network, tailored to demand. The provided resources are
pooled and can be accessed and managed quickly with minimal effort or limited interaction with the pro-
vider. Billing is based on measured usage.

Cloud models: laaS, PaaS, SaaS
Depending on the services provided and the responsibilities assumed, cloud services can be categorized
into three service models:

= |Infrastructure as a Service (laaS): Provides fundamental IT infrastructure components such as com-
puting power, storage, and network resources via the internet. Customers can run their own applica-
tions and operating systems on this infrastructure.

= Platform as a Service (PaaS): Offers developers a platform to build, run, and manage applications
without having to manage the underlying infrastructure.

= Software as a Service (SaaS): Provides users with access to software applications delivered over the
internet. These applications are hosted and maintained by third-party providers, while customers use
them online.
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These models differ, among other aspects, in how responsibilities are divided between the cloud provider
and the cloud customer.
Overview of different types of cloud services compared to local systems (on-premise):

On-premise laaS PaaS SaaS

Devices Devices Devices Devices

Applications Applications Applications Applications

Data Data Data

Runtime Runtime Runtime

Middleware Middleware Middleware Middleware

Operative system Operative system Operative system Operative system

Virtualization Virtualization Virtualization Virtualization

Server Server Server Server

Storage Storage Storage Storage

Network Network

Data center Data center Data center Data center

Q
=
3

=

. Supplier laa8: Infrastructure as a Service / PaaS: Platform as a Service / SaaS: Software as a Service

3  Therole of hyperscalers and the “Swiss cloud” myth

Hyperscalers are large, globally operating companies that provide cloud computing services at massive
scale. Some of the most well-known hyperscalers include Amazon Web Services (AWS), Microsoft Azure,
Google Cloud Platform (GCP), IBM Cloud, and Alibaba Cloud. These companies operate vast data centers
around the world to provide IT infrastructure and cloud services.

Hyperscalers as drivers of the cloud computing market

The role of hyperscalers in the cloud computing market has become increasingly important in recent
years. Organizations that rely on cloud services often seek solutions that are fast, scalable, and reliable.
Hyperscalers are able to meet these requirements by operating large-scale data centers, enabling them
to offer a wide range of IT infrastructure and cloud services.

By using hyperscaler cloud services, organizations can also achieve cost savings, as they no longer need
to invest heavily in their own IT infrastructure. Hyperscalers offer a broad portfolio of services, including
Infrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as a Service (SaaS), which
organizations can use depending on their needs.

In addition, hyperscalers possess a high level of expertise and advanced technology to support customers
in the development, implementation, and management of cloud computing services. This makes them a
key option for organizations seeking to remain competitive in today’s business environment.

Overall, hyperscalers have become indispensable in today’s cloud computing landscape. Without them,
it would be significantly more difficult for organizations to respond quickly and flexibly to the demands of
the modern business environment.

“Swissness” in the cloud context

The terms “Swiss Cloud” and “Swissness” refer to cloud services offered by Swiss companies and hosted
in Switzerland. There is a widespread perception that these services provide higher standards in terms
of data protection, security, and confidentiality compared to services from other providers.
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It is important to note, however, that “Swissness” is not an officially recognized certification or label. Nev-
ertheless, there are several reasons why Swiss cloud services are often regarded as particularly secure
and trustworthy. Switzerland has strict data protection laws and high standards regarding privacy and
data security. It is also politically stable, has a high degree of legal certainty and is neutral, all factors
which contribute to an additional level of security and trust.

Furthermore, Swiss companies often have a strong reputation for quality and reliability, which can further
enhance trust in their cloud services.

However, this does not automatically mean that all Swiss cloud services are inherently more secure or
trustworthy than those offered by other providers. It is essential to carefully assess the specific charac-
teristics and features of individual cloud services in order to determine the most suitable solution for the
specific requirements of an organization.

4  Future development of cloud solutions

There are many forecasts and predictions regarding the future direction of cloud services. Some of the
most important trends and developments include:

Multi-cloud strategies: Organizations are increasingly adopting a combination of cloud services from dif-
ferent providers to enhance the flexibility and reliability of their IT infrastructure.

Edge computing: The processing of data and applications is no longer carried out exclusively in central-
ized data centers, but also at the edge—closer to the end user or the data source. This enables faster
response times and improved performance.

Artificial intelligence and machine learning: Cloud services provide an ideal platform for processing large
volumes of data and running machine learning algorithms. This allows organizations to gain valuable in-
sights from data and develop innovative applications.

Container technologies: IT containers package and transport software in a standardized way (similar to
how shipping containers transport goods) and enable organizations to manage and scale applications
more efficiently and flexibly. This will further simplify and broaden access to cloud technologies.

Cloud-only / hybrid cloud: Organizations are increasingly adopting hybrid cloud models that combine
public and private cloud services. This allows them to benefit from cloud advantages without fully migrat-
ing their entire IT infrastructure to the cloud.

Hybrid cloud / on-premises: Part of the applications and infrastructure is operated in the cloud, while
another part continues to run locally. One possible approach is to operate communication and collabora-
tion applications in the cloud, while keeping core business applications—especially those involving struc-
tured and sensitive data—on local infrastructure (on-premises). Decisions on whether to run an applica-
tion in the cloud or locally are made on a case-by-case basis, taking into account opportunities, risks,
costs, and legal requirements.

Overall, the future of cloud services will be shaped by innovation and new technologies that enable or-
ganizations to use their IT infrastructure more effectively and efficiently. Organizations that leverage cloud
services will be able to respond more quickly and flexibly to the evolving demands of today’s business
environment, thereby maintaining their competitiveness.

5 Legal considerations for cloud usage

Cloud computing always involves outsourcing and therefore the processing of data by third parties. These
third parties are contractually mandated to process data on behalf of the outsourcing healthcare institu-
tion. In this context, the data is not made public. This distinction is important, as different requirements
apply to commissioned data processing than to data publication. However, responsibility for the data
always remains with the outsourcing healthcare institution.
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Data types and protection requirements

For legally compliant cloud usage, the first question concerns the data that is to be processed in the
cloud: What type of data is involved? How sensitive is it? Depending on the type of data processed in the
cloud, different legal and information security requirements apply. It is helpful to distinguish between the
following categories:

= Public data

= |nternal business data

= Confidential business data

= Personal data (which may be public, internal, or confidential)
= Special categories of personal data, such as patient data

Data state: identifiable, pseudonymized, anonymized
If the data is subject to professional or official confidentiality obligations—as is the case with patient data—
not only data protection regulations but also professional secrecy must be observed.

Once it has been determined what type of data is to be processed in the cloud, the next question concerns
the state of the data: Is it identifiable, or has it been pseudonymized or anonymized? Depending on this,
does it still qualify as personal data?

Personal data is considered pseudonymized—or sufficiently pseudonymized—if it can only be attributed
to a specific individual by third parties with disproportionate effort. Re-identification remains possible via
an identification key. If this key is held exclusively by the data controller, sufficiently pseudonymized data
may be regarded as anonymized from the perspective of the data processor.

In contrast, anonymization is irreversible. It is no longer possible to trace the data back to an individual.
Fully anonymized personal data is no longer considered personal data.

Location for storage and processing
Finally, the location where the data is stored and processed must be considered: Is the data stored and
processed in Switzerland, or abroad?

If it is processed in Switzerland, Swiss law applies, including professional and official secrecy. According
to common practice, the data processor can be contractually bound to an appropriate level of protection,
and violations can be enforced. However, a stricter legal interpretation—also supported by some super-
visory authorities—argues that professional secrecy fundamentally precludes outsourcing to the cloud.
Under such a rigid interpretation, the use of cloud solutions for processing patient data would effectively
no longer be possible. In an increasingly digital society, this raises the question of whether hospitals and
other healthcare institutions could still fulfil their mandate and ensure adequate medical care as part of
Switzerland’s critical infrastructure without using cloud services.

If data is stored and processed outside Switzerland, Swiss law does not apply; instead, the law of the
respective country applies. Enforcement and legal remedies are only limited in such cases.

Legal requirements for processing sensitive data

If special categories of personal data—such as patient data—are to be processed in the cloud, a contrac-
tual basis for commissioned data processing is mandatory from a data protection perspective. The prin-
ciples of purpose limitation and proportionality must be ensured. This means that data may only be pro-
cessed by the service provider for the purpose for which it was entrusted by the data controller, and only
the data strictly necessary for that purpose may be used.

For any new or significantly changed processing of special categories of personal data, a data protection
impact assessment (DPIA) must be conducted. Depending on the applicable legal framework (federal or
cantonal data protection law), prior consultation with the supervisory authority may be required.

If data is stored and processed outside Switzerland, this is only permissible if the level of data protection
in the recipient country is at least equivalent to that of Switzerland. Although service providers abroad
can be contractually bound to an equivalent level of protection, enforcement options are more limited,
and the local (data protection) law applies. Due to the increased risk, full transparency regarding the
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processing of sensitive personal data abroad and explicit, verifiable consent from the data subjects are
required. Naturally, all aforementioned legal requirements and duties of care also apply in such cases.

Finally, all processed data must be protected in accordance with the current state of information security.
This means that appropriate safeguards must be in place, such as encryption during transmission and
storage, as well as role-based access controls.

6  Special case: US Cloud Act

The use of cloud computing for commissioned data processing involving special categories of personal
data—such as patient data—is generally permissible under prevailing legal practice, provided that an
appropriate contractual basis exists and the necessary information security measures are in place. This
applies in particular when the cloud infrastructure is located in Switzerland.

However, a special case arises from the extraterritorial application of the US Cloud Act. Under this law,
U.S. authorities may, in the context of an ongoing criminal investigation, request access to the data of a
person held by companies with ties to the United States. If an organization—or a healthcare institution—
processes data in a cloud environment provided by a company with U.S. ties, U.S. authorities may poten-
tially gain access to that data, even if the cloud infrastructure used is located in Switzerland.

For this reason, the processing of patient data by a cloud provider with U.S. ties is problematic from a
data protection perspective and must be assessed carefully on a case-by-case basis. In general—and
particularly when dealing with providers with U.S. ties—it is essential first to clearly define and specify the
relevant applications. Based on these use cases, risks, opportunities, and costs must be weighed, and
legal requirements must be assessed.

In addition to confidentiality, the integrity and availability of data must also be considered. The latter is
critical to ensuring the operation of a healthcare institution and, therefore, to maintaining the security of
supply within critical infrastructure. Based on the findings of such an analysis, appropriate measures must
be defined and implemented promptly to eliminate risks or reduce them to an acceptable level.

Note to the US Privacy Shield 2.0

According to a communication from the European Commission, on 10 July 2023 it adopted an adequacy
decision for the EU-U.S. Data Privacy Framework (commonly referred to as “US Privacy Shield 2.0”).
This decision establishes that the United States ensures an adequate level of protection for personal data
transferred from the EU to participating U.S. companies under this framework. Based on this adequacy
decision, personal data can be transferred securely from the EU to participating U.S. companies without
the need for additional data protection safeguards.

However, whether the introduction of the EU-U.S. Data Privacy Framework has any impact on the special
case of the US Cloud Act described above is currently subject to debate. For the purposes of this docu-
ment, it is assumed that this is not the case and that the implications of the US Cloud Act must continue
to be taken into account.

7  Economic considerations of cloud usage

With the emergence of cloud offerings and the shift from on-premises solutions to subscription-based
licensing models, the financial perspective on software usage in organizations has fundamentally
changed. Whereas hardware and software were previously purchased outright, software is now increas-
ingly procured “as a service” on a subscription basis. As a result, investments are no longer capitalized
but instead treated as operating expenses (shifting from CapEx to OpEx). This reduces financial risk, as
no upfront investments need to be planned and executed, and eliminates the need for capitalization,
typically followed by a four-year depreciation period and inflexible capital commitment.

This model (OpEx) provides significantly greater flexibility. Solutions can be adjusted more quickly to
actual needs, and the burden of maintenance financing is reduced. Depending on the chosen subscription
model, technical updates can usually be implemented immediately or at least much faster than under a
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traditional purchase model (CapEx). In addition, the adoption of new technologies can be accelerated
considerably.

A key economic advantage of cloud computing lies in the flexibility it provides. It enables organizations to
rapidly adapt their IT environment to changing requirements and needs. Given the ongoing and acceler-
ating digitalization of society, this capability is becoming increasingly important. This is particularly true
for the healthcare sector, which is also undergoing rapid digital transformation.

However, it would be incorrect to assume that a cloud-based solution is always cheaper than a local on-
premises solution. The financial impact must be assessed and compared on a case-by-case basis, taking
into account specific use cases and the associated efforts required to ensure compliant and secure usage.
It is also important to consider that cloud providers may adjust or increase prices over time, while exiting
a cloud solution can also entail significant costs.

8  Geopolitical aspects

In light of recent geopolitical developments, it is essential to consider not only the points mentioned above
but also the broader geopolitical environment and the unpredictable behavior of certain actors.

Given these developments and the new reality we are facing, it cannot be entirely ruled out that, for
example, arbitrary tariff increases or regulatory restrictions could impact operators or users of cloud ser-
vices; that connections or services could be restricted or interrupted to exert pressure; or that a provider’s
data center could be physically destroyed as a result of war—as occurred in early March 2026 during a
missile attack on a data center of Amazon Web Services in the United Arab Emirates.

These risks are further amplified by the high level of dependence on a small number of global providers.
Overall, this results in a complex risk profile that encompasses not only technical but also strategic and
security policy dimensions, and that can directly affect the security of supply in the healthcare sector.
These factors must be taken into account when making decisions, weighing risks, opportunities, and al-
ternatives, and implementing appropriate measures.

Specific part — Details for practical implementation

9 The importance of cloud for backup and recovery

Business impact analyses, combined with the short recovery time objectives (RTO) and recovery point
objectives (RPO) required by healthcare institutions, demonstrate the critical importance of high ICT avail-
ability. Failure events show that, in the worst case, a healthcare institution can continue to operate tem-
porarily without substantial IT support, however at the cost of significantly reduced productivity and con-
siderable effort required to maintain and reconstruct essential information flows. Within a multi-layered
business continuity management framework, cloud solutions offer robust and scalable approaches to en-
suring or restoring operational continuity more effectively.

Another advantage of cloud solutions is that expertise, service, and support are typically provided by the
vendor, and system and software updates are managed by the provider. As a result, systems are generally
patched promptly and security vulnerabilities are addressed quickly. Service level requirements must be
contractually defined, and depending on the type of cloud service, responsibility is shared to varying
degrees between provider and customer.

An additional challenge is the integration of data from medical technology systems. Various manufactur-
ers of devices—such as pacemakers or blood glucose monitoring systems—store data in proprietary
cloud solutions. For optimal patient care, this data should be aggregated and made available within the
systems used by the interprofessional care team.

Note: When using medical technology products, the guidelines of the Swiss Medical Association FMH
must be observed.
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10 Cloud-only vs. hybrid usage

The transition from the currently predominant on-premises model to the cloud is a long-term process and
depends on various factors:

= Availability of cloud-based offerings and the discontinuation of local applications or services
= Reduction of legacy systems that are not cloud-compatible

= Legal requirements and data protection regulations

= Coexistence of private and public cloud services

= Emergence of new services that exist exclusively in conjunction with the cloud (e.g., telemedicine,
remote monitoring of patients, use of wearables)

More focus on business needs instead of technology in internal ICT organizations

The core competency (Unique Selling Proposition, USP) of an ICT department within a healthcare insti-
tution lies in acting as a transformation layer between technology and the core processes of diagnosis
and treatment of patients. Without a solid understanding of both domains, proactive consulting and sup-
port aimed at value creation cannot be effectively achieved.

Basic technologies and infrastructures are increasingly becoming commodities. The challenge for internal
ICT departments is therefore to orchestrate different components and providers and to manage complex-
ity in an optimal way.

IT challenges: skills shortage and digital transformation

Digital transformation in the healthcare sector lags approximately ten years behind other industries (such
as banking, insurance, and telecommunications). This gap is also evident—at a comparable level—when
looking at international benchmarks (e.g., Estonia, Singapore, United States).

As a result, there are still many local, mostly client-server-based applications in use, often lacking a clear
separation between layers (data, business logic, and presentation). The providers of these systems are
typically small and medium-sized enterprises (SMEs), which, over the long term, often face limitations in
their ability to provide sustainable operational support and further development.

The shortage of ICT specialists is particularly evident in two areas. On the one hand, ICT education is not
very attractive for individuals entering the healthcare sector. On the other hand, healthcare institutions
are not competitive in terms of salaries for highly specialized professionals (e.g., Microsoft 365 engineers,
enterprise security architects, etc.). In addition, regardless of their use of cloud services, healthcare insti-
tutions must manage a large number of network-connected medical devices. This creates a niche area
that requires highly specialized IT personnel with specific expertise.

11 Use cases
11.1 Video telephony

Video telephony transmits audio and video data in real time. As a rule, this involves only the transmission
of data and not its storage. An exception applies if recordings are made for purposes of traceability or
quality assurance.

Key assessment questions:
= Can video telephony be technically limited to the pure transmission of audio and video data?

= Is it known which metadata is stored by the service provider for signaling purposes, and whether this
storage and subsequent processing comply with legal requirements? Does the provider adhere to the
principle of data minimization, meaning that only data strictly necessary for the intended purpose is
collected and processed?

= Does video telephony—and the transmitted audio and video data—constitute personal data? Not only
user data but also the visual data of participants may be relevant, as these may require protection of
privacy.
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= |tis recommended to use a virtual background, as commonly available in most applications. However,
this functionality is often only available in installed applications and not when participating via a web
browser. In such cases, it is advisable for the meeting organizer to inform participants that turning off
the video camera is permitted to protect privacy. This information should ideally be communicated in
the invitation or at the latest at the beginning of the meeting.

= At a minimum, can user data be encrypted? Is encryption end-to-end, or does it only apply during
transmission (data in transit) or storage (data at rest)?

If recordings are made, both audio and video data are stored. This raises additional questions:

= What is the purpose of the recording? How long is the data stored? Can the retention period be ad-
justed or reduced? Is it ensured that the data will not be used for other purposes and will be deleted
within a reasonable timeframe once the purpose has been fulfilled?

= [s there a legal basis, a legitimate interest, or the consent of the participants for this data processing?
Does this also apply to the user data transmitted during the video session?

Risks of cloud-based communication

A broad or even organization-wide use of cloud-based communication services creates a high level of
dependency on the service in terms of availability. A major disruption at the provider level, or an impair-
ment of access to the service (e.g., connectivity issues), can have a significant impact on the operation of
a healthcare institution. This impact is particularly critical for internal and external communications rele-
vant to emergencies. It is therefore recommended to establish fallback options in the form of redundan-
cies and to regularly test them using realistic scenarios.

The increasing integration of algorithms by service providers to detect inappropriate content (e.g., based
on artificial intelligence) carries the risk that transmitted medical images may be incorrectly classified as
inappropriate or pornographic and consequently blocked. Such functions can have a significant impact
on specific use cases, such as telemedicine. These features are often introduced by providers without
prior notice or with very short notice, making it difficult for healthcare institutions to respond in time. It is
therefore important to clarify early on with the provider how such algorithms can be configured or over-
ridden.

In summary, the use of video telephony in healthcare institutions offers significant advantages and can
create substantial added value in many use cases. However, it is essential not to be guided solely by
these advantages and to carefully evaluate any broad or widespread deployment in the healthcare sector.
Scalable and hybrid operating models have proven effective, particularly where communication critical to
emergencies continues to be handled via traditional local services.

11.2 Collaboration

Collaboration is generally understood as interaction via video telephony, complemented by the simulta-
neous joint editing of centrally stored data by internal and external participants. In essence, the use case
described under (a) for video telephony is extended to include the storage and processing of data, typi-
cally within the cloud environment of a service provider.

Key assessment questions:
= Can it be ensured that centrally stored data is adequately protected against unauthorized access (pro-
tection goal: confidentiality) and unauthorized modification (protection goal: integrity)?

= Can the data be restored in the event of loss within the cloud environment of the service provider?
(protection goal: availability)

= Can access to and changes made to the data be traced?

= [s the assignment of access rights exclusively the responsibility of the owner of the shared workspace
or explicitly authorized individuals (delegated administration)? Or is it possible for any participant to
share data with third parties?
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11.3 Messenger

Instant messaging (chat) generally refers to the transmission of short messages to an individual or a
group. In addition to plain text, the content may also include images or documents as attachments. Mes-
sages are typically stored so that they can be accessed at a later point in time. Transmission usually takes
place within a protected address space, meaning that messages can only be sent to participants who are
members of that space.

Key assessment questions:
= [s it always clear to the sender of a message who has access to its content?

= Can it be ensured that the transmitted data is not used by the service provider for additional purposes
(e.g. WhatsApp)?

= [s it known which metadata is collected and stored in connection with message transmission, for what
purposes, and by whom it is processed? Does the service provider adhere to the principle of data
minimization?

11.4 Email

Email refers to the transmission of text and data via a dedicated application, often a specialized email
client. In practice, this application is not only used for communication but also for storing information,
typically within a folder structure inside the email client.

Key assessment questions:
= [s the encryption of data during transmission fully ensured?

= Candigital signatures be used to verify the authenticity of the sender through cryptographic methods?

= [s there a separate option for encrypted email transmission that goes beyond basic transport encryp-
tion?

11.5 Clinical and administrative systems

Clinical and administrative systems are used for processing patient data, and therefore particularly sen-
sitive personal data, as well as employee data, which may also include sensitive personal information.
This generally includes all information systems and specialized applications, as well as the associated
peripheral systems and supporting services used in this context.

Key assessment questions:
= Can it be clearly determined in which country (legal jurisdiction) and, ideally, in which specific data
center location of the service provider the data is stored?

= Canit be ruled out that auxiliary services (e.g., for analytics or similar purposes) are used in connection
with the service, which would transfer data to a country that does not provide an adequate level of
data protection?

= Can it be fully verified that the data is encrypted at least during transmission (data in transit) and stor-
age (data at rest), and optionally also during processing (data in processing)?

= Is it ensured that key management is performed by the customer (service recipient) or a designated
third party, rather than by the service provider?

= Canitideally be ensured that data is already encrypted by a third-party service before being transmit-
ted to the provider’s cloud environment?

= Is the customer aware of potential access points through which the provider could access plaintext
data, for example through the creation of memory dumps of running systems for support purposes?

= Does the customer know from which country the provider delivers support services? Can it be verified
that no sensitive data needs to be transferred to countries without an adequate level of data protection
for operational support purposes?
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= |sthe service provider willing and able to disclose its subcontracting arrangements? Does the provider
have an obligation to inform the customer, and does the customer have a right of veto if a new sub-
contractor is introduced during the contract term?

= Can the customer ensure a complete withdrawal from the provider’s cloud environment within a rea-
sonable timeframe (typically three to six months) without significant service disruption? Can this also
be guaranteed in the event of a change in ownership of the provider?

= Can the customer ensure that, in the event of data loss, all data can be fully restored while complying
with all security requirements?

= Can the customer maintain an adequate level of service if it is affected by disruptions in the provider’s
cloud environment? (service continuity)

= Does the provider grant sufficient audit rights to the customer (e.g., penetration testing and auditing)?
Does the provider make external audit reports available to the customer?

= Can the customer rely on sufficiently available connectivity to the provider’s cloud environment?

= Has the customer conducted a risk analysis in line with regulatory requirements and does it manage
these risks throughout the entire lifecycle of the service?

12 Technical and organizational measures
12.1 Determination of risks by use case

In the previous section of this document, the different use cases were described and key assessment
questions were outlined. The answers to these questions help identify existing risks. The use of a risk
catalog is also helpful to determine whether a specific risk applies or not. A risk catalog may, for example,
include the following risks (based on the ENISA Cloud Computing Risk Assessment).

Organizational risks
R.1  Vendor lock-in

R.2 Loss of governance/control

R.3 Compliance challenges

R.4 Reputational damage

R.5 Failure or degradation of cloud services
R.6  Acquisition of the cloud provider

R.7  Supply chain failure

Technical risks
R.8 Over- or under-provisioning of resources

R.9 Insufficient isolation from other customers in the cloud environment
R.10 Insider risk at the cloud provider

R.11 Compromise of cloud application interfaces

R.12 Interception or eavesdropping during data transmission
R.13 Data theft during upload or download

R.14 Inadequate data deletion

R.15 Distributed Denial of Service (DDoS)

R.16 Economic Denial of Service (EDoS)

R.17 Loss of encryption keys

R.18 Malicious internet scanning activities

R.19 Compromise of cloud service infrastructure

R.20 Conflicts between local backups and cloud backups
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Legal risks
R.21 Legally enforced access to data

R.22 Changes in the legal framework

R.23 Data protection risks

R.24 Licensing risks / license violations

Once risks have been identified, the next step is to determine their impact. This involves estimating—

based on empirical data where possible—the likelihood of occurrence and the magnitude of potential
damage (impact).

Evaluation of potential damages

Alternatively, minimum and maximum impact levels can be estimated for each risk. When assessing im-
pact, it is helpful to consider the dimensions of confidentiality, availability, integrity, and traceability, and
to evaluate the consequences for the healthcare institution. For example, what happens if a service outage
compromises the availability of dependent systems?

In practical terms, this means assessing the potential damage to a healthcare institution if video telephony,
collaboration platforms, messaging services, email, or clinical and administrative applications become
unavailable; if data is stolen, manipulated, irreversibly deleted, or destroyed; or if the integrity of infor-
mation or the traceability of activities is no longer ensured.

A key factor is the type and volume of data processed in the cloud or within specific applications, as well
as the processes involved and their criticality for the healthcare institution. Additionally, the loss of sover-
eignty over data associated with cloud usage, dependency on the cloud provider (vendor lock-in), and
the risk of cyberattacks via cloud-exposed systems must be taken into account.

Risk minimization measures

Once risks have been identified and their impact assessed, the next step is to evaluate which measures
are already in place to mitigate them and whether the remaining (residual) risk is acceptable to the
healthcare institution. If the residual risk is deemed too high, additional measures must be implemented
until the risk is reduced to an acceptable level.

Confidentiality, availability, integrity, and traceability must be adequately ensured. For this purpose, it
must be defined how these objectives are achieved and what residual risks remain. The goal is to reduce
residual risks to an acceptable level while complying with legal and regulatory requirements.

Solutions must be in place and responsibilities clearly defined for the following areas:
= Authentication

= Authorization

= Logging and auditing

= Data backup

= Software updates / patch management

= Perimeter protection (e.g., phishing, email security, attachments)

= Information protection (based on data classification)

= Data Leakage Prevention (DLP)

= Security Information & Event Management (SIEM), threat intelligence

= Security of endpoints connected to the cloud (endpoint protection)

In principle, it must be assessed whether these requirements can be met by solutions provided by the

cloud provider, whether those solutions should be used, or whether a multi-vendor strategy with alterna-
tive products should be pursued.

A key consideration is which security solutions the healthcare institution already uses, how satisfied it is
with them, and whether the cloud provider’s solutions offer advantages in terms of effectiveness and/or
cost. It must also be considered whether and how existing solutions can be integrated.
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12.2 Encryption and key management

To adequately protect data, encryption is a key measure. A distinction must be made between: 1) encryp-
tion during transmission (in transit), 2) encryption of data at rest (in storage), and 3) encryption during
processing (in use / in process). Encryption during data transmission to the cloud is mandatory and un-
disputed: it must always be ensured.

Points to consider for encryption at rest

With regard to encryption of data at rest in the cloud, different key management solutions exist depending
on the cloud provider, and these must be carefully evaluated. This is a prerequisite for processing data in
the cloud. In other words, if key management is not properly ensured, the cloud, including the use cases
described above, cannot be used.

A key differentiating factor is whether key management is handled by the cloud provider within the cloud
(with each customer receiving their own key), or locally by the healthcare institution itself. If key manage-
ment is handled locally, the healthcare institution bears full responsibility.

If key management is handled by the cloud provider, the provider guarantees and is responsible for its
functionality. However, this introduces the risk that the provider or individual employees with sufficient
privileges could gain unauthorized access to the keys and thus to the data. This risk does not exist in the
same way with local key management. Therefore, it is essential to consider how access to keys is con-
trolled.

Additional security can be achieved through solutions that require any access by the cloud provider’s
staff to be explicitly authorized. Such authorization can be performed either by designated personnel
within the provider organization with oversight responsibilities or by authorized personnel from the
healthcare institution itself.

It should be noted that individuals responsible for granting such authorizations must be available in ac-
cordance with the required service levels. If service level agreements require provider administrators to
perform support activities outside regular business hours, those responsible for approving access must
also be available outside those hours. Otherwise, administrators may be unable to act despite being ready
to provide support.

Points to consider for encryption during processing

A particular challenge is the encryption of data during processing (in use / in process), especially when
the execution of SaaS solutions takes place directly in the cloud rather than locally or in the browser.
Available solutions vary between providers and generally involve a certain level of complexity, potential
error susceptibility, and limitations in functionality.

Encryption during processing requires that users (internal and external) working with data in the cloud
use encryption keys that are not held by the cloud provider. Accordingly, cryptographic management
must be handled by the healthcare institution. For example, in collaborative scenarios where a healthcare
institution processes data with external partners via a cloud application, external partners must first ac-
cess the institution’s infrastructure to obtain a certificate (key), which they then use to decrypt and pro-
cess data within the cloud application.

This setup alone is complex and introduces risks to availability. In addition, the chosen encryption solution
must be sustainably compatible with the respective cloud application. If compatibility is not ensured, the
application cannot be used with the encryption solution.

Whether a viable solution for encryption during processing exists for a given cloud application—and what
functional limitations it entails—must be assessed on a case-by-case basis. Currently, no solution is known
that provides fully reliable encryption of data in use while maintaining full functionality. If encryption during
processing is not implemented, full functionality is retained; however, during processing, the data may
potentially be accessible to provider staff with appropriate access rights.

Note: This document is available in multiple language versions. In case of doubt, the German version shall
prevail.
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